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Compared with traditional wired networks, due to the lack of a central-
ized infrastructure and cooperative algorithm, the security of mobile ad
hoc networks (MANETS) is faced with great challenges. Generally, iden-
tity-based cryptography is used to build scalable secure systems in
MANETSs. But in traditional identity-based cryptography protocol, secu-
rity certificate depends on a trusted third-party authority. The center
authority often bears a heavier burden and a bigger risk in a single-author-
ity public-key encryption scheme. Attribute-based encryption (ABE) is a
type of public-key encryption with fine-grained access control, which can
preferably support the distributed environment in MANETSs. Aiming to
solve the security of MANETS, a multi-authority key-policy ABE scheme
is proposed in this paper, which is constructed from lattices. Lattice-
based cryptography has the property of resistance quantum attack. There-
fore, a multi-authority key-policy ABE system from lattices may be more
secure in the post quantum era than a single-authority ABE system on
bilinear mapping.

In new scheme, every attribute has its own authority, and the private
key of each attribute under an LSSS access policy is generated by its own
authority alone. The new scheme has the advantage of fine-grained access
control, and also can support multi-authority attribute management. So it
facilitates the practical private key management in MANETS. The secu-
rity of the new scheme is proved in the selective-attribute attack model
under learning with errors (LWE) assumption, and the security parameter
selecting is discussed in detail.

*Corresponding author: QiaoYan, College of Computer Science and Software Engineering, Shen-
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1 INTRODUCTION

Mobile Ad-hoc Networks (MANETS) have been widely concern in military
communications, disaster relief, business and other fields, relying on its self-
organizing, mobility and anti-destroying ability. The expansion of application
fields must be promoted its safety requirements. Due to the lack of a central-
ized infrastructure, the traditional symmetric cryptography is not applicable
in MANETS. Especially, in security-sensitive environments such as military
and commercial applications, the security services in MANETSs are faced
with grand challenges [1].

The limitations of symmetric cryptography have triggered the research on
public key solutions in MANETS. Identity (ID)-based cryptography, as a
typical public key encryption technology, is used to building scalable secure
systems in MANETS [2-3]. But in traditional ID-based cryptography, secu-
rity mechanism depends on a trusted third-party authority (the Certificate
Authority, CA).The security of CA has become the core of the whole network
security. The CA often bears a heavier burden and a bigger risk in a single-
authority public-key encryption scheme. Since maintaining a secure central
server is a difficult problem incompletely distributed environment, threshold
cryptography [3] was introduced into MANETS, which can support the dis-
tributed CA. A threshold secret sharing scheme allows multiple network
nodes to share a system master key and collaboratively issue private key for
other nodes. By using (k, n) threshold mechanism, distributed CA in MANETSs
could be realized effectively. Therefore, combining ID-based cryptography
with threshold mechanism is a better way to satisfy the demand of security
and distribution in MANETS.

Attribute-based encryption (ABE), as an extension of ID-based encryp-
tion, is with a fine-grained access control, which can flexible realize user
access permissions in cryptography protocol. In ABE system, identity is a
series of descriptive attributes, and system access permission is implemented
by any monotone access policy based on AND-OR-gate. A special user can
decrypt the cipher text only if the user’s attributes satisfy access policy.

The advantage of the ABE system is very applicable to the distributed
environment, relying on flexible date access policy on one-to-many encryp-
tion scene. However, the most of existing ABE schemes have been designed
with single-authority. Attributes of user were managed by the single-author-
ity, which would inevitably increase its workload and reduce its effi-
ciency. For this reason, a multi-authority ABE scheme [4] was proposed by
Chase in 2009, in which a trusted central authority supervised multiple sub-
attribute authority. Every sub-attribute authority was responsible for issuing
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its private key sand maintaining its attribute respectively. Recently, identity-
based cryptology has been closely considered for strengthening the security
of MANETs.

On the other hand, most of the ABE schemes were based on bilinear map-
ping technology. Regrettably, it was proven that bilinear mapping technology
is not safe under quantum attack in 1997[5]. On this account, the progress of
ABE was constrained in post-quantum era. Lattice-based cryptography seems
to be the most promising candidate for post-quantum cryptography, so far
there is no viable quantum algorithm to solve difficulty lattice problems. Lat-
tice-based cryptography has simply operation and can provide higher secu-
rity than the traditional public-key cryptography. Therefore, it is attractive for
constructing the new ABE scheme form lattices, which seems to support
more security services in MANETS.

Related Works: MANETSs are a kind of wireless ad hoc network which
strongly depend on wireless communication technologies, Wireless commu-
nication technologies have made great progress in recent years [6-13]. With
the network migrating to cloud computing environments, the rate of network
attacks is growing substantially [14-15].

Attribute-based encryption (ABE) [16-20] with fine-grained access con-
trol is widely used in public-key cryptography. ABE is an extension of iden-
tity-based access control. It can be extended into the attribute signature
[21,22], attribute security protocols [23,24] and other research field [25,26].
Compared with the traditional cryptography, ABE seems to have more flex-
ible logic relationship, as the attribute management could extend “one-to-
one model” to “one-to-many model”. And encryption policy of ABE can
support complex access structures, such as threshold, the Boolean expres-
sion and so on.

In 2005, Sahai et al. [16] firstly introduced the notion of ABE at EURO-
CRYPT, as an extension of identity-based encryption, in which user creden-
tials is described assets of attribute and the predicate is described as a formula
about these attributes. Subsequently, in 2006, Goyal et al. [17] further clari-
fied the notion of ABE. They proposed two complementary forms of ABE:
Key-policy ABE(KP-ABE) and Cipher text-policy ABE(CP-ABE). They
developed a Key-policy ABE for fine-grained sharing of encrypted data. In
their cryptosystem, cipher text is labeled with sets of attribute and private
keys are associated with access structures that control which cipher text a
user is able to decrypt. In 2007, Boneh et al.[18] presented a CP-ABE, which
could be secure against collusion attacks. Latterly, Waters [19] presented a
new scheme for CP-ABE under concrete and non-interactive cryptographic
assumptions in the standard model. In order to describe more flexible cipher
text protection strategy, and express more complex logic relationships, the
researchers proposed the access tree and some other complex access structure
in the encryption scheme, and to achieve better results in literature [20].
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However, the above encryption schemes are mainly based on bilinear pairing
technology with the bilinear Diffie-Hellman assumption. The main draw-
backs of these schemes are vulnerable to quantum attacks.

Currently, lattice-based cryptography is considered to be the most promis-
ing candidate for post-quantum cryptography, so far there is no viable quan-
tum algorithm to solve difficulty lattice problems. Meanwhile, lattice-based
cryptography has simply operation and provides higher security more than
the traditional public-key cryptographic technology.

In 1996, Ajtai [27] firstly introduced the lattice problem to the field of
cryptography applications, in which he discovered some connections between
the worst-case complexity and average-case complexityof some lattice prob-
lems. Based on these results, Ajtai and Dwork [28] constructed a public-key
cryptosystem, and its security could be proven using only the worst-case
hardness of a certain version of SVP. Thereafter, until 2008, Gentry et al.[29]
constructed a variety of “trapdoor” cryptographic tool assuming the worst-
case hardness of standard lattice problems, and they applied it to digital sig-
nature schemes and identity-based encryption. Subsequently, the result was
further optimized by Alwen and Peikert [30]. In 2012, Micciancio et al.
[31,32] proposed new methods for generating and using “strong trapdoors” in
cryptographic lattices, which are asymptotically optimal with very small hid-
den constants. The method was mainly used to generate one-way trapdoor
function with learning with error (LWE) [33,34] hardness assumption. In the
same year, Agrawal et al.[35] constructed “fuzzy” identity-based encryption
from the hardness of the standard LWE problem, and the CPA and CCA
secure variants of their construction was given. Zhang et al.[36] presented
cipher text policy attribute based encryption from lattices. In 2013, Boyen
[37] proposed an efficient key-policy ABE scheme on lattice. He introduced
a broad lattice manipulation technique for expressive cryptography, and real-
ized functional encryption with access structures on post-quantum hardness
assumptions.

Recently, in 2014, Han et al.[42] proposed a general transformation from
ABE to attribute-based encryption with keyword search and a concrete attri-
bute private key-policy ABE scheme. Zhao et al.[43] proposed a new ABE
scheme for circuits on lattice. Shraddha et al. [44] gave an enhancing flexibil-
ity CP-ABE scheme with multiple mediators. In 2016, Li et al.[45] con-
structed a concrete KP-ABE outsourcing scheme. Karati et al. [46] proposed
a threshold-based ABE scheme without bilinear map and pointed out the new
scheme was much more efficient and flexible others.

Our Contributions: Aiming to the distributed environment of mobile ad
hoc networks, a multi-authority attribute-based encryption scheme with
key-policy represented by LSSS from lattices is proposed. In the new
scheme an attribute can have its own authority, and the private key of each
attribute under an access policy is generated a lonely by its own attribute
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authority, the private key is issued by its attribute authority. The new scheme
is more practical for attribute management than the existing ABE scheme,
especially for attributes belong to different fields. For example, an identity
attribute is usually managed by public security department, while a profes-
sional title attribute may be managed by a company or university, etc. So in
practice, let different authority to manage its attribute key is more reason-
able, and our new scheme is exactly suitable for distributed environment in
MANETs.

The new scheme can be applied to multi-user system, in which different
user has multiple attributes, and different attribute is managed by its own
authority, such as “personal medical electronic file system”, “the sharing of
company documents”, and so on.

Organization: The rest of this paper is organized as follows. In section 2 we
give the algorithmic definition for the Key-Policy encryption scheme. In sec-
tion 3 we describe the new scheme. The correctness and security of our con-
struction are given in section 4. Finally, we conclude the paper in section 5.

2 PRELIMINARIES

2.1 Notation

By convention, Z denote the set of the integers, and R denote the set of real
numbers. For any integer ¢, Z;X’" denote a n X m matrix with entries in Z,
[1] denote the set of positive integers {1,2,...n}, and Ae R™ denote a
m-dimensional lattice. Vectors are specified to be in column form and be
denoted by bold lower-case letters, e.g. X. The i-th element of vector X is
defined as x;. Similarly, denote matrices as bold capital letters, e.g. M, and the
i-th vector of a matrix M is defined as M. The norm of a matrix M is defined
as ||M||2 , the Gram-Schmidt orthogonal basis of M is defined as M.

2.2 Key-Policy Attribute-based Encryption
2.2.1 Algorithms Definition
Here we give a new definition of the key-policy ABE, which is suitable for
our purpose, and is based on the frame work of Goyal et al.[”!.

A key-policy attribute-based encryption scheme consists of the following
four PPT algorithms:

KP - ABE.Setup(\) — (Pub, Msk) : The system setup algorithm takes a
security parameter A as input. It outputs the public parameters Pub and
the corresponding master key Msk.

KP - ABE.Extract(Pub,Bp(i),(M,p)) — Key, ;) The key extraction algo-
rithm takes as input the public parameters Pub, the master key Msk, and
an access policy (M, p), where Pub and B, is corresponding to the
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attributep(i) on the policy(M, p). It outputs decryption keys Key, of
each attribute p(7) on the access policy (M, p).

KP - ABE.Encrypt(Msg, Attrib, Pub) — C,, : The encryption algorithm
takes as input a message bit Msg € {0,1}, the public parameters Pub, and
a set of attributes A#trib. It outputs the cipher text C,,.

KP - ABE.Decrypt(Pub,Key,C,,) — b :The decryption algorithm takes
as input the public parameters Pub, the decryption keys Key, and the
cipher text C,, where Key is a set of Key,; when the attribute p(i)
belonging to Attrib (by use to create C,,).It outputs the bit b when the set
of attribute Artrib satisfy the access policy (M, p). Otherwise, decryption
fails.

Definition 1. A KP-ABE scheme is said to be correct, if all attribute subsets
Attrib* satisfy access policy (M, p) (i.e. Attrib* is authorized), it is true for
Decrypt(Pub, Key, C,)=Msg, when any pair (Pub, Msk) is generated by
Setup(), and any the decryption key Key, is outputted from Extract(Pub,
B,y (M, p)) and any cipher text C,, is outputted from Encrypt(Msg, Attrib,
Pub).

2.2.2 Selective Security Definition
We define the selective-security model for key-policy ABE systems as given

by Boyen " in the following game between an adversary and a challenger.
Target: The adversary A declares the attributes Artrib*, which will wish to
be challenged.

Setup: The challenger 53 obtains the public parameters Pub and correspond-
ing master key Msk by invoking the system setup algorithm, and gives the
public parameters Pub to the adversary A.

Queries: The adversary A issues adaptive private keys Key queries by sub-
mitting attribute i to the challenger B3, where i is an attribute on its policy (M,
p), as long as Attrib* does not satisfy the policy (M, p).

Challenge: The adversary A gives a sign in readiness for accepting a chal-
lenge, and specify a message Msg to encrypt. The challenger B encrypts the
message Msg for the challenge attributes Aztrib*. And then the challenger B
flips a random coin r = {0,1}. If r = 1, the cipher text is send to the adversary
A. Otherwise, if r = 0, a random element of the cipher text space is send to
the adversary A.

Queries: The adversary .A may do additional key queries, this is a continua-
tion of the earlier query phase.
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Guess: The adversary A must submit a guess 7' of r. The adversary’s advan-
tage in this game is defined as | Pr[r = r] —% |.

Definition 2. A key-policy attribute-based encryption system is selectively
secure if all PPT adversaries have at most a negligible advantage in this
security game, where the adversary’s advantage is defined as
Adv =|Pr[r =] -1l

3 A MULTI-AUTHORITY KEY-POLICY ABE SCHEME FROM
LATTICE

In this section, we construct a multi-authority key-policy ABE scheme from
lattice, the key-extract algorithm will generate the corresponding key for
every attribute under an access policy represented by LSSS, and each of the
attribute in the universe attribute set /{ is managed by its own attribute author-
ity, the attribute authority is responsible for key generating of an attribute.
And we suppose that each attribute u,(u; € U) has its own attribute authority,
denoted as local authority Aurh®, and there is a central authority to generate
some public parameters.

A new lattice-based key-policy ABE scheme consists of the following four
algorithms:

o KP - ABE.Setup(\) — (pub, Msk) : This algorithm takes a security
parameter A as input, do:

1. The central authority selects three public parameters n, m and ¢, and
publishes them, where n > Q(A) be a security dimension, m > 5n log g
be a lattice base dimension, and ¢ > 2 be a prime modulus. (The
details is refer to the proposition 11%°!, definition 4**!in Appendix A.)

2. For each attribute u,(u;, € U),the local authority Auth® invokes the
algorithm TrapGen(n, m, q, G)[ZS] to create a uniformly random n X m
matrix A, €Z;" with a full-rank m-vector set B, CA, (A, )

which satisfies the low-norm condition ”ﬁuk “ <m-w (\/log m) , where
o is a Gaussian deviation parameter with A(Auk ). The local
authorityAurh™ sends the matrix A, €Z;™ to the central authority,

and keeps Buk - Aj (Auk) as secret.

3. The central authority selects a common uniformly random vector
uc ZZ and a uniformly random integer s € Z,, and publishes them
as public parameters.

4. Finally the central authority outputs the system public parameters
Pub,
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Pub={A, ,u,s}, o -

And the secret key Msk = {Buk }uA <u 18 kept secretly by the local attribute
authority separately.

KP - ABE.Extract(Pub,B

(M, p)) — Key,,  This algorithm inputs the

public parameters Pub, the master key Msk, an access policy (M, p), and
B p(i) is corresponding to the secret key of attribute p (i) with the policy
(M, p), and the maximum attribute bound of policy (M, p) is denoted
by 1, do:

1.

For the LSSS access policy (M, p) on the universe attribute set 4,
where M is a | X @ matrix, called the share-generating matrix, and pis
a function which maps the row number of matrix M to the universe
attribute set U, i.e. p:[l]— U , the i-throw of M will be assigned to
a attribute p(H)eU.

2. Construct a new vector v = (s,v,,v3,---,v,) where v,,---,v, €Z,
are randomly chosen, and computes the matrix multiplication M- v,
denotes the result by

O A) =My,

3. Construct a new vector w = (O,wz,---,w(,)r , where w,,---,w, € Zq
are randomly chosen, and computes the matrix multiplication M- w,
denotes the result by

(W, w) =M-w.
And denote,
s; =\ +w;,0,--,01", ie[l].
4. For each attribute p(7), the authority Authiﬁ_)' invokes the algorithm
29
SamplePre(A ;B ,;),8;,0,)*) to generate ¢, €Zy' such that
A, »Epi)As; . where the distribution of € is statistically close to
s and o; is Gaussian distribution parameter which satisfies
p(i)> i
% Z"Bpm"'“’(Vlogm))' L
5. Similarly, the authority Auth;“_: invokes the algorithm

SamplePre(A ,;),B ;. u,0;) to generate 7,; €Z, such that
A, M, A u, where the distribution of m ;) is statistically close to
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and Gaussian distribution parameter o; is the same as

¢ iy T
above.
6. Output the decryption keys Key,; of the attribute p(i) for the policy

M, p), where
Key, iy =& My} 1€

o KP-ABE.Encrypt(Msg,Attrib, Pub)HClx: This algorithm inputs a

message bit Msg €{0,1}, a subset of attributes Attrib = {ui1 N b,
and the public parameters Pub, do:

1. Select a uniformly random n-vector x € Z ;’ _—

2. Select a low-norm Gaussian noise scalar x; < ¥ and compute

N

0
C =x" (u+|. )+ X +\% Msg modgqg

0

3. Select a low-norm Gaussian noise vector y, « (¥, )", and compute

A, ,...,Aui ]+C modg,

2

4. Output the cipher text C,, for the list Aftrib,
C, =1{C,,C,NArib} .

e KP - ABE.Decrypt(Pub,Key,C,.) — b : This algorithm inputs the public
parameters Pub, the decryption key Key and the cipher text
C,. ={C,,C,NAurib} , the key is a collection of some attribute key under
a access policy (M, p),and those attributes are a subset of Attrib, and those
attributes should satisfy the access policy (M, p), do:

1. As a subset of Aftrib that corresponding to the key satisfies the policy
(M, p) (i.e. Attrib be an authorized set), it is easy to find a linear com-
bination of some rows of M that yields [1,0,---,0] € AL , the rows are
those corresponding to attributes in the subset. That is, there is /-vec-
tor g = [g;(l),--~,g;(,)] satisfies
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gy Zpay | M=[1,0,-,0] .

From the above analysis, denote by

J=0 | &, =0. jel.

p(={p(j) | jeT}.
Then
p(J) C Attrib = {u,-1 - .

2. In order to describe the above relationship clearly, here define a 1-1
mapping function ¢ :J — [¢] such that

pN=uw_ . Jj€J, p(Del].
Thus there is an inverse mapping 9971 such that
= pe” ().

3. For every j € J, using the corresponding decryption keys

Key } of attribute p(¢'(j)) under the

v () {Epvso"(i))’npw"(i))
policy (M, p), compute

vﬁcl—Cz[dl,---,d,] el,---,e,]r mod q

1
T —/—Cz [
ng«f‘u»

Jer
where
!/ 3 . !/ T .
a8 heor 1€ 8oy €7
J ’ ’
0 cJEd 0 s JEd

And let v be an integer in

I
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4. Output the decrypted message bit b as

0 |v|§1
4
b= .
1 |v|21
4

4. CORRECTNESS AND SECURITY

4.1 Correctness

127

In order to ensure decryption successfully, there exists a suitable vector g to
satisfy g'-M=[1,0,---,0], and the secret key Key .. ={C ..M i}
to satisfy the policy (M, p).The following we will discuss decryption process.

e2c -C[d,.d,] Gle..e]

T 1
D,
8og 4
jeJ

T
— C _ C [ ’ T . ’ T ]
1 2 gp<<p"(1>>gp<¢"<1)>’ ’gp«p"(l»ép«p"(l»

1 ’ T ’ T r
_g' +-+ g’ C2 I:gp(‘p"(l>)np<cp"(l))’.“’gp(w"a))np(w"u))]
plo™ (1) (o (1)

T
T ’ T ’ T
=C -x"| A A ][ ]
G [ ple™ () 7" pte (1) gp(w"(l))&p«p"(l»’ ’gp<<p"<1))E~‘p<<p"<l>)

1 T ’ ’
g +ot g’ X [gp(w"u»Ap«p”(l))""’gpup"(l))Ap(cp"(l»:|
plo™ (1) plo™ (1)

T
T T
I:np(so"(m’ ’npw"(l)):l
T T 4
’ ’
Xa [gpw" (mip«p" a8 (mip«p" m)]
T T 4
’ ’
X [gp(m"u))npup"(l))’ ’gpw"(l))np((p’] (m]
=C—x"[ ! A r + ot g A r ]
! gp(«o"(l)) p(w"(l»gp(m"(l)) gp(cp"(l» p<<p"<l>)E-‘p<<p"<1>>
1 T

— X
’ ’
+ot
ooy oo ay
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’ T ’ T
A + 4 A
I:gp«p"(l)) pw"(l))np«p"(l» gpw"(l» p(w"(l»np(«o"(l»

T
’ T ’ T
X> Izgp(np"u»ép(w"(l»’ »gp«p—'(,))gp((p—l(l))]
1

T
T T
g L Aetgl XZ[ p(w"(l»np«p"(l» ’gpup"(t»np(w"u))]
plot (1) Pp~ (1)

T ’ ’
= —X e
G [gm,, S + + 8p(g (1»51]

- ! x' [ fout et gl u]
g ot g’ ooy SO
plo! (1) pCo (1)

T
’ T
le: pup"(l»ép(cp"(l» ’gp<<p"<1»E-‘p<<p"a»]
1

T
T T
g L eetg le: p(w"u»np«p"(l» ’gp«p"(l»np(w"a»]
plp™ (1) p(p™ (1)

T
T T ’ T T
=C - XT 0,0 —-X — [ ]
! [s 0, ’0] u=X. gpup"u»gpw"(l» ’gp«p"(l»&p«p’l(l»

1

T
T ’ T
g At g X2|: p(cp"(l)>np<<p"<1»’ ’gp<<p'1<z>>np<cp"<z>):|
plo™ (1) plo™ (1)

_14 T o T T
—lZJMsg+x, XZI: p(cp"(l»ip«o"u» ’gpw"(l»&pw"(l»:l

1

T
T ’ T
g L Hetg XZl: p(go"u»np«p"(l»’ ’gpup"(t»np«p"u»]
pp~ (1) Pp~ (1)

The above proof is due to the following conditions,

+
[gp<<p"(1>> 1 8, (o "(1» zgp«p"(/» p(o™ ()

1

. L 4o 0,---,01"
2 p(w‘(/)) p(cp'(i)) IR () |
P

1
= ’ e T
- [jz:; gp(cp"m)(}‘p(cp"o» p(«ow») 0,---,0" = [5,0,:+-,0]
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Also because of ,

T
’ ’
[gp«o"(l»’ ’gpap"(l))][}”pup"(l»’ ’?”p«p"(l»]

’ ’ T
= ... M-
[gp«o"(l»’ ’gpmf‘ <l>>:| v

= [l,O,---,O]M [s,vz,---,vl]r =,

T
’ ’
[gp«p*'(m’ ’gp<<p"<1>>:||:mp<¢*'(1»’ ’mp«o"(l)):l

’

’
= LY . M .
[gp(q),.m), ’gpw" (/))] w

[0,w2,---,we]r =0.

T

Thus, let |g| <4 with overwhelming probability to be decrypted,

T
’ T ’ T
X=X [gp«p"a»&p(w"m)’ ’gp«p"(l)ft’p«p’l(l»]
le| = <

1 ’ T ’ T r
a g L Aeetg X2 |:gp<<p"(1>)np(<p"(l))"”’gpap"(/))np(‘p" <1))]
plo™ (1) ple™ ()

[ NES)

4.2 Parameter Analysis

We will analyze the crucial system parameters in order to insure new scheme’s
correctness in this subsection. In new scheme, the security parameter is
defined as A, and the maximum of attribute bound with policy is defined as /,
the rest of the parameters are set under the following constraints:

1. For LWE hardness assumption, Gaussian noise distribution y, = \T’z,
with Gaussian parameter satisfies o0 = 2Jm / q. According to Regev’s[43]
proof, the norm of ; satisfy O(OC(]\/; ) <2m. (See Proposition 2[33 ])

2. For the algorithm TrapGen(n,m,q,6), we need n = Q(\), prime ¢ > 2,
lattice base dimension m =35nlogq, standard deviation of discrete
Gaussian distribution G=ﬁ-0€. If it satisfy to the dimension con-

[15]

straints of m, the output lattice from TarapGen algorithm"> whose norm

length is not more than m- m(,/logm). (See Proposition 1[29])
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3. For Gaussian sample algorithm SamplePre(A,B,u,G), for any prime

f} ~m(\/@),so that
the norm length of extraction private key key, ={& ,m,} satisfy
€, lI< om, I, [I< oVm  with overwhelming probability. (See
Lemma 2 [29]).

g = poly(n)=2 and m > 5nlogg, we need G >

Next, we discuss

’

T
A _ T . ’ T
|£| 4 X~ x> [gp«p" <n)ap(w" a7 8pg u»‘t’p«p"(l»]

1 ’ T ’ T r
% +otg X I:gp<m"<1)>np<w"<1» '"’gp<<»"<1))npup"(1>>] |
plo™ (1) OO

’

T
T ’ T
<hu 1 I:gpw"(l» St an B Fpte u»]

1 ’ T ’ T T
B g tot g Xa I:gp<m"<l)>np<w"<l)>""’gpw"(l))np(cp" (1»] l
plo™ (1) plo™ ()

1 ! g, P
(0™ ()
SRR DI AP I R D Yo pfp--+ e
j=1 J=l 87 (1) gpw"(f))

! !
T T .
Sl X | + l Z{gr:w*(/))ép(o’](i))xz | + | zltgr:(w’](i»np(w"(i)) Xa |
j= j=

< (qov- o(flogm)+1/2)+21(m" - @(\log m)(go.- o(logm ) +~/m 12))
< (gou- @(Jlogm) +~/m 12)(1+ 21(m"* - ©(:[log m))
< go(/logm)+1)(1+2I(m"’ - o(y/log m))

If |e|< % holds, then o need satisfy

o< %[(co(\/l_ogm) + 1)1+ 2Um" - o flogm))]”
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According to go. 2 \/E /2, we can deduce

4> %M[(m(,/1ogm)+1)(1+1(m‘-5 - o(logm))]

If |e|< % holds, our scheme is correct. Thus we set n,m,G,q,0. as follows:

e The lattice dimension m = 5nlogq and attributes upper bound [/ with the
policy.
e The  noise parameter of discrete  Gaussian  distribution

o< %[(w(xllog m)+1)(1+2((m" -w(Jlogm))]”", and ¢ be a prime
g2 %M(m«/logm) F1)(1+Hm'" - o(Jlogm))], satisfying condition (1)

above.
e m=n"">5nlogg, satisfying condition (2) above.

e o= ﬁ -al, satisfying condition (3) above.

For the above parameters, it is not only satisfying the condition algorithm
we used, but also can decrypt cipher text correctly with overwhelming
probability.

4.3 Security
In this subsection, we will prove the following theorem regarding the selec-
tive-security model for the key-policy ABE systems from lattices.

Theorem 1. On the selective-security model, if there exists a PPT (probabi-
listic polynomial-time) algorithm A in attacking against the above scheme
with non-negligible advantage € > 0, there exists a PPT B that can solve the
decision (Z q,n,x) -LWE problem with non-negligible advantage €/2, where

o= 0(poly (n))

Proof. By used the prowess of A we will construct a PPT simulating algo-
rithm B decide (Z o7 X) - LWE problem with non-negligible advantage. The
reduction proceeds as follows.

Instance. The challenger B request oracle O and obtains LWE samples that
we denote as,
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[(Wo.v, )€ (22 %2,

[(wil)ooe(wr) ez %2, )"

[(who). (g o))<z <2, )

[(wivi) o) ] < (2 %2, )

Target. The adversary A announces a target challenge Artrib*.

Setup. The challenger B prepares the public parameter as follows.

If attribute u € Artrib’, set the matrix AM’ :[W,'. ||wf” ], where w; derive
from the LWE samples of index i.

If attribute u, ¢ Astrib’, the challenger B first selects integers g = g().),
error rate o =o(A), and sampling rate c=0o(A), and generates
(A, .B,) < TrapGen(n,m,q,0).

The challenger B sets u=w, — [5,0,---,0]' (ue Z}), where w is from

LWE sample of index 0, and s € Z, is selected randomly and uniformly.
The challenger B returns the public parameter Pub to the adversary A,

Pub={(A,), , . U.5q.0.0).

weAnrib’’
Queries. The adversary A is allowed to issue adaptive queries for a secret
key Key,, by submitting attribute p(i) to the challenger B, where p(i) is an
attribute on its choice policy (M, p), as long as the target attribute list Aztrib™*
does not satisfy the policy (M, p). The challenger B constructs and returns a
secret key Key,; for each query policy (M, p) as follows.

Asin the real scheme, the challenger B constructs a LSSS matrix M e Z"°
V1<k <numy1<i, <1}
denote the set of attribute on choice policy (M, p), compute the user private

on the access policy. Let ¥ £ {p(i,),p(,),..,p(i

numy

key Key,, (for each attribute p(i,) on the query policy (M, p) as follows:
ComPUte (&p([, ) &p(iz y T E.»p(i

rrrrrrr

))T by using sample algorithm, satisfy

gp(h) N
gp(iz) _ 0

(A =

p(i.wAp«. ) "Ap<f”m0>

gp(imm,o ) 0
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Notability, in this step have to ensure the challenge attribute subset
Attrib* do not satisfy the query policy (M, p), so here must exist at least one
p(i,) exand p(i,) ¢ Antrib", thus the challenger B can use B, , which
is a short base on orthogonal lattice A" (Ap(ik)), to compute a short

base Tz on [Apu.)"'"Ap<ij)""’Ap<i,mm0>] by invoking algorithm
GenExtBasis(Bp(ik),[Ap(i‘),---,Ap(ik),---,Ap(l.mu)]). Lastly, the challenger B
compute a short vector (& )»* -,ﬁp(,m )) satisfy the above equation by using
SamplePreimage([ApU]>,---,Ap(l.k),---,Ap([mmw)],TB,(s,O,---,O)T,G).

Similarly the challenger B can get M
u,o), satisfy

o) DY using sample algorithm

SamplePreimage(Ap(, B

p(i,)?

Ap(imnp(ik): Woml . ||T"

0

Thus the challenger B sends the private key pair (ip(,.k Npi)) to each attri-
bute p(i, ) ¢ Awrib” in attribute list k on the query policy (M,p).

Challenge. The adversary A gives a sign in readiness for accepting a chal-
lenge, and specifies a message Msg e {0,1} to encrypt. The challenger B
encrypts the message Msg* for the challenge attributes Attrib*. Let
0= iAttrib* |, then the challenger BB responds with a cipher text Ct_: = (cf,c;)
assembled form the LWE instance, as follow:

Let ¢, :v0+[§stg*.
Let c; :[V:,"',Vlm,"',Vé,"‘,V;;n:l‘

Note that, if the oracle @ is a pseudo-random LWE oracle O, with
embedded secret x € ZZ , then

¢ =v,+ %JMsg* =x"w, +, -{%J-Msg*

N N

0 r 0 q N
=X X W +X1+5-Msg
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)
0
=x"| . |+x"u+y, {gJ-Msg'

0

m 1 m

o =[],V yeees Voo Vg )

When u, € Attrib™, and v; comes from the genuine LWE oracle O_, then

[V, sy ]= X W} | W1+, =x" A, +,. The distribution of c; =[],

v;"vév;)”] and XT[A“I , A
guishable.
So that above encryption simulation is perfect.

A, ]+%, mod ¢ is indistin-

iy ? 2 Uy

Continuation. A is allowed continuing making further private key extrac-
tion queries, after having obtained the challenge ciphertext.

Decision. A eventually emits a guess, whether C, " = (c,,c,) was actually a
valid encryption of Msg € {O, l} as requested.

If the guess is correct, then the challenger B answer the LWE sample is
from a genuine LWE oracle O_, otherwise it is from a random oracle 0$.

If the adversary succeeds in guessing Msg* with probability at least 1 +¢,
then B will correctly guess the nature of the LWE oracle with probability at
least % +£.

4.4 Efficiency Analysis

In order to explain the efficiency of the new scheme, we compare the new
scheme with those schemes in other references ([35-37,43]) in terms of space
efficiency and time efficiency, as illustrated in Table 1 and Table 2.

In table 1, we compare the size of public key, master key, private key and
ciphertext with other ABE schemes form lattices on difference police (i.e.
ciphertext-policy or key-policy). We let n be the security parameter, m be the
dimension of the output lattice, [ be the upper limit of all attributes, | Attrib |
be the number of attributes that must be satisfied with the access policy
(| A#trib |< I). The new scheme is construed on key-policy ABE form lattices.
Table 1 shows that, in terms of space efficiency, the new scheme is equivalent
to literature [37], and is better than literature [36] and literature [43].

In table 2, we compare the time efficiency of encryption algorithm and
decryption algorithm with other schemes. Here, we mainly consider the num-
ber of addition and multiplication operation in algorithms. In literature [36],
d is defined as the minimum number of default attributes. That is, a system
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Scheme classification  Public key Master key Private key Ciphertext
literature [35] Fuzzy-IBE O (2Imn) O (2lmm) O (Im) O (Im)
literature [36] CP-ABE O ((I+dymn) O (mm) O (2Im) O (2Im)
literature [37] KP-ABE O (Imn) O (Imm) O+ 1m)y O+ 1)m)
literature [43] KP-ABE O (2lmn) O (2lmm) O Q2U+rm) O (Im)

Our scheme KP-ABE O (Imn) O (Imm) O (2Im) O (Im)
TABLE 1

Compare on space efficiency

Time efficiency (time) Encryption Decryption

literature [35] O (Imn)* O (nl’m?)

literature [36] 0 (L + dymn®) 0 2m(l + d)*n*)

literature [37] O ((I+ ymn®) O (n(|Attrib|+1)*m?)

literature [43] 0 (2lmn)? 0 2n(l + r’*m®)

Our scheme O(|Attrib|mn®) O (2n|Attrib|*m®)
Notes:

[ : The upper limit of all attributes
d : The minimum number of default attributes, a system user has at least d + 1 attributes (d < /)
r : The number of gates in circuits

TABLE 2
Compare on time efficiency

user has at least d + 1 attributes (d < /). In literature [43], r is defined as the
number of gates in circuits. In new scheme, we define a new mapping func-
tion to reduce the computation of the decryption algorithm. So, comparing on
time efficiency of decryption algorithm, the new scheme is better than other
schemes in literatures [35,36] and [43].

5. CONCLUSIONS

We present a multi-authority key-policy ABE from lattices in this paper, in
which the private key of an attribute under an access policy is computed in a
different method. In the new scheme each attribute can have its own authority,
and the private key of each attribute under an access policy is created by the
attribute authority alone. The new scheme is more practical for key manage-
ment than the existing ABE scheme, especially for attributes belong to differ-
ent networks nodes. So in practice, our new scheme is exactly suitable for
distributed environment in MANETS.
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In the next step, a revocable and keyword-searchable ABE scheme from
lattices is worth studying. Moreover, we plan to extend the proposed frame-
work to heterogeneous wireless networks [47,48]. In addition, using recent
advances of big data [49] in the security issue can be an interesting research
direction.
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APPENDIX A
A.1 Lattices and LWE Hardness Assumption

Definition 1. Let B= [b1||bm|] e R™" be a mxm matrix whose col-
umns are linearly independent vectors b,,---,b, € R™. The m-dimensional
full-rank lattice A generated by B is infinite periodic set,

A=LB)={yeR" st Is=(s,s,,...5,)€ZL",y=Bs= ZSib[}

i=1

Here, we are interested in integer lattices, i.e. infinite periodic subsets of Z",
that are invariant under translation by multiples of some integer ¢ in each of
the coordinates.

Definition 2. For g prime, A € Z,™" and u € Z/, define:

q°

A:(A):{eeZ’” s.t. Ae=0 (mod ¢)}
A (A)={eeZ" s.t. Ae=u (mod g¢)}

Definition 3. Let meZ_, be a positive integer and A € R” an m-dimen-
sional lattice. For any vector ¢ € R” and any positive parameter c € R__,
we define:
2
< . . .
Po. (x)=exp| -t*—" |: A Gaussian-shaped function on R" with
’ c
center ¢ and parameter C.

Po.c (A) = er Poc (X) : The discrete integral of P, . over the lattice A.

D, ;. : The discrete Gaussian distribution over A with center ¢ and param-

eter o,

_ e (¥)
Poc (A)

vy € A > DA,G,C (y)

For notional convenience, pP;, and D, ;, are abbreviated as p_ and
D, .
Gentry et al."*"! construct the following algorithm for sampling from the

discrete Gaussian D, ;. , given a basis B for the m-dimensional lattice A with

o> [B]-o({logm):

[29]
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SampleGaussian (A,B,c,¢)[29]: On input lattice A, a basis B for A, a pos-
itive Gaussian parameter G, and a center vector ¢ € R", it outputs a fresh
random vector X € A drawn from a distribution statistically close to D, . .

Proposition 1[19]. For any prime ¢ 22 and m = 5nlogq. There exists a
probabilistic polynomial-time algorithm TrapGen that outputs a pair
(Ae ZZX’”,B € Z'q"x’”), such that A is statistically close to uniform and B is a

basis for AT(A) with length L:HBHSm-m(N/logm) with all but n™*®
probability.

TrapGen(n,m,q,6)[19]: On input a modulus ¢, a lattice dimension m, a
constraint dimension n, and a Gaussian deviation parameter ¢ dimension A,
it outputs A and B as above.

The main use of short lattice basis for our purposes is that they will allow
us to sample short pre-images of a specific target under the linear map defined
by the matrix associated with the lattice. The following algorithm is what
allows us to perform this pre-image sampling. The shorter the lattice basis,
the smaller a pre-image we shall be able to obtain.

SamplePre(A,B,u,6)[19]: Let n,g,m be positive integers with ¢>2,
m 22nlogg. On input a matrix A e Z’;X”’ with ‘short’ trapdoor basis B for

o offoem).

B
outputs a sample e € Z" from a distribution that is within negligible statisti-

cal distance DA: (A)o"

Al (A), atargetimage u € Z" andaGaussian parameter G >
q q

Definition 4[23]. Consider a prime ¢, a positive integer n, and a distribution
XE€Z, all public. An (Zq N, x) - LWE problem instance consists of access to
an unspecified challenge oracle O, being, either, a noisy pseudo-random
sampler O, carrying some constant random secret key x e Z/, or, a truly
sampler O, whose behaviors are respectively as follows:

O,: Output noisy pseudo-random samples of the form
(w.,v,)= (wl.,w,.Tx + X{.) €72\, xZ,, where, x € Z, is auniformly distributed
persistent secret key that is invariant across invocations, ¥, € Z, is a freshly
generated ephemeral additive noise component with distribute ), and w, € Z,
is a fresh uniformly distributed vector revealed as part of the output.

Oy : Output truly random samples (wi,vi) € Z, x7,, drawn in indepen-
dently uniformly at random in the entire domain Z? xZ .

The (Z " n,x) -LWE problem statement, or LWE for short, allows an
unspecified number of queries to be made to the challenge oracle O , with no
stated prior bound. We say that an algorithm A decides the (Zq,n,x)-LWE
problem if |Pr[AOx =1]- Pr[AO‘ = 1]| is non-negligible for a random x € Z;.

It has been shown in literature[34] that there is a poly(n,g)-timereduction
from search (Zq,n,x)—LWE to decision (Zq,n,x) -LWE .
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The confidence in the hardness of the LWE problem stems in part of a
result of Regev[23], which shows that the for certain noise distributions y, the
LWE problem is as hard as the worst-case SIVP and GapSVP under a quan-
tum reduction. A classical reduction with related parameters was later
obtained by Peikert[38].

Proposition 2[23]. Foran o € (0 1) and a prime g > 2Jn / o, let \I’ denote
the discrete dist ribution over Z_ of the random variable [qX +3 Jmod q
where the random variable X is a normal random variable with mean 0 and
standard deviation oc/ J2m. Then, if there exists an efficient, possibly quan-
tum algorithm for deciding the (Zq ,n,x)-LWE, there exists a quantum poly-
time algorithm for approximating the SIVP and Gap-SVP problems, to within
O(n/ ) factors in the [, norm, in the worst case.

A.2 Delegate algorithm of a Lattice Basis

Cash et al.[29] described how an arborist may extend its control of a lattice to
an arbitrary higher- dimensional extension, without any loss of quality in the
resulting basis. .

ExtBasis(S,A’ = A”A) [39] Given an arbitrary matrix A € Z" whose
columns generate the entire group Z,, an arbitrary basisSeZ"™™" of
A*(A), and an arbitrary A € Z". Outputs a basis S’ of A™(A") € Z"",
such that "S" = "S ” Moreover, the same holds even for any given permuta-
tion of the columns of A’ (e.g., if columns of A are both appended and
extended to A).

RandBasis (S,r)[39]: Input m-dimension lattice A™* (A) with a basis
SeZ™", and a parameter r > [S|-o(+/logn .. With overwhelming proba-
bility, output a short basis §” of lattice A*(A), ~m.
Moreover for a" }y two bases S,.S, of the same lattice and any

r = max ||S " "S logn the outputs of RandBasis (Sy,r) and Rand-
Basis (S,,r) are within negl(n) statistical distance.

A.3 Two Lemmas to Bound Norms
Next two lemmas will need to show that can guarantee decryption works cor-
rectly.

Lemma 1[40]. For any m-dimension lattice A, vector ¢ € R”, and real
ge (O,l),s >, (A) we have

I:"X c||>s\/_]<— 27"

xDAC

The lemma sates that for large enough s, almost the elements chosen from

D,,. areclose to c.



142 LIHUA LIU et al.

Lemma 2121 Let e be some vector in 7 and let y < ‘I‘”’ Then the quan-
tity e'y| treated as an integer in [0, g — l] satisfies

e'y|<|e| (g0 o({logm +£)
2

with all but negligible probability in m. In particularly, if x < ‘{’ is treated
as an integer in [0, g — 1] then |x| <qo- (:)zllogm) / with all but negli-
gible probability in m.

APPENDIX B

B.1 Access Structure and Linear Secret Sharing Scheme

Definition 5*!1. Let ¢/ be the attribute universe. An access structure on I/
is a collection A of non- empty sets of attributes, i.e. A 2% \{}. The sets
in A are called the authorized sets and the sets not in A are called the unau-
thorized sets. Additionally, an access structure is called monotone if
VB,CeA:if Be AandBc C then CeA.

Definition 6!*!!. Let p be a prim and ¢ be the attribute universe. A secret
sharing scheme IT with domain of secrets Z , realizing access structures on
U is linear over Z, if

1. The shares of a secret s € Z, for each attribute form a vector over Z , .

2. For each access structure A on U, there exists a matrix M e Zl{;e,
called the share-generating matrix, and a function on p, that labels the
rows of M with attributes from U ,i.e. p:[/]— U , which satisfy the
following:

During the generation of the shares, we consider the column vector
V= (s,rz,-u,re)T , where r,,---, 1, «3% 7 . Then the vector of [ shares of the
secret s according to IT is equal to Mv = (kl,k2,~--k1)eZ'pxe. The share
A = (Mv)i is assigned to party p(i).

Every LSSS according to the above definition enjoys the linear reconstruc-
tion property. This means that if IT1is an LSSS for the access structure A , and
then the following is true. Let S €A be any authorized set, and let
I c{L,2,---1} be defined as I:{i:p(i)eS}.Then, there exist constants
{k,eZ,} for i e I, such that, if {A, = (M;);} are valid shares of any secret
s according to I1, then ziel kA, =s. It was shown by Beimel*!!, that these
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constants {k;} can be found in time polynomial in the size of the share-gener-
ating matrix M.

On the other hand, for unauthorized sets S’ ¢ A no such constants {k;}
exist. Moreover, in this case it is also true that if 1" ={i|ie[[]Ap(i)) €S},
there exists a vector ® € Z? such that its first component ®, is any non-zero
element in Zp and M,.(T) =0 forall i el’, where M; is i-th row of M.

p o





