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We suggest secure Vehicle-to-Vehicle communications in a secure clus-
ter. Here, the security cluster refers to a group of vehicles having a
certain level or more of secrecy capacity. Usually, there are many dif-
ficulties in defining secrecy capacity, but we define vehicular secrecy
capacity for the vehicle defined only by SNR values. Defined vehicu-
lar secrecy capacity is practical and efficient in achieving physical layer
security in V2V. Typically, secrecy capacity may be changed by antenna
related parameters, path related parameters, and noise related parame-
ters. In addition to these conventional parameters, we address unique
vehicle-related parameters, such as vehicle speed, safety distance, speed
limit, response time, etc. in connection with autonomous driving. We
confirm the relationship between vehicle-related secrecy parameters
and secrecy capacity through modeling in highway and urban traffic
situations. These vehicular secrecy parameters enable real-time control
of vehicle secrecy capacity of V2V communications. We can use vehic-
ular secrecy capacity to achieve secure vehicle communications from
attackers such as quantum computers. Our research enables economic,
effective and efficient physical layer security in autonomous driving.
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1 INTRODUCTION

In the near future, it will be mandatory for all vehicles to be equipped
with a vehicle-to-vehicle (V2V) communication functionality. To this end,
the National Highway Traffic Safety Administration (NHTSA) even recently
published a proposition that would require all new manufactured vehicles to
have these capabilities. Although the law has not yet passed, manufacturers
may begin to phase this technology into their fleets, when, by law, all models
will be required to feature V2V [1]. Aside from vehicles, V2V functionality
is essential for general 5G communications [2—4]. This functionality aims to
achieve the safe operation of autonomous vehicles by sharing vehicle driving-
related information, such as basic security messages (BSMs). To guarantee
V2V functionality, security must be the foundation of design and privacy
must be a priority. Previous studies have already made significant progress
on security beyond the vehicular network layer [5-6]. Yet, despite this, exist-
ing vehicle security methods demonstrate insufficient computing power and
large power consumption with respect to processing received or transmitted
data from a large number of vehicles. To overcome these difficulties, studies
on physical layer security [7-9] have attempted to develop secure data com-
munication methods based on the physical properties of the radio channel in
the wireless communications field. The basic idea of physical layer security is
that noise and fading can be used to efficiently hide data from attackers with-
out sacrificing significant data rates. Unfortunately, relevant research in the
vehicular communication field is still scarce concerning this area. In addition,
the emergence of quantum computers will disrupt traditional cryptographic
communication schemes, which will increasingly require the need for physi-
cal layer security in wireless communications.

A recent study suggests the possibility of secure and efficient V2V com-
munications using a secrecy capacity, which is informally defined as the
data rate of confidential data [10]. They investigated secrecy capacity factors
(e.g., vehicle speed, response time, and transmission power) that are limited
to vehicle communication, confirming that security parameters can be con-
trolled by using these parameters. Following their approach [10], this study
explores the means to ensure secure vehicular communications by exploit-
ing the physical layer security. Existing studies have attempted to calculate
secrecy capacity by modeling the system but these efforts have failed to
provide meaningful information concerning actual vehicle communication.
The most difficult problem is how to define the model of eavesdroppers.
As mentioned in [10], we now know what types of eavesdroppers exist in
real environments. This study makes a novel contribution by reducing the
gap between these real environments and theory. We define secrecy capac-
ity of the vehicle with only Signal-to-Noise Ratio (SNR) values provided in
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existing wireless communications to perform vehicle communication using
the vehicle’s defined secrecy capacity. In particular, we propose secure vehi-
cle communication within a security cluster defined by the vehicle secrecy
capacity. We expect secure vehicle communications over 5G using a sim-
ple security cluster algorithm while communicating over existing Multi-In-
Multi-Out (MIMO) antennas.

In section 2, the vehicle-specific security parameters required to achieve
physical layer security in V2V communications are presented. In section 3,
modeling of highway conditions and urban traffic conditions was performed
between vehicular secrecy parameters and the secrecy capacity presented in
V2V communications. In section 4, the general secrecy capacity is presented
and vehicular secrecy capacity for the vehicle for vehicle communications is
introduced. In section 5, various embodiments of V2V communication using
vehicular secrecy capacity are introduced. Basically, proposed V2V commu-
nication used a security cluster. In section 6, we introduced compression sens-
ing techniques, data encryption using MEC to improve secrecy capacity. In
section 7, simulation results for highway conditions and urban traffic condi-
tions are presented.

2 SAFETY DISTANCE, SPEED LIMIT, AND SECRECY
CAPACITY

Unlike conventional wireless communications, we have primarily identified
factors that would inherently impact secrecy capacity only in vehicle com-
munications. Under the assumption of ICT implementation, it is clear that
vehicle communications will be regulated by law, and all vehicles will main-
tain legal speed limits within traffic regulations. In addition, when fully
autonomous driving is realized, it is assumed that the vehicles will observe
safety distances in order to avoid collisions with other objects or vehicles.

2.1 Safety Distance

Adaptive cruise control (ACC) is an important function in autonomous driv-
ing automation that regulates the speed and distance between at least two
vehicles. ACC systems have to deal with collision avoidance in various situ-
ations. Consider, for example, three scenarios: 1) the “stop and go” scenario,
2) the “emergency braking” scenario, and 3) the “cut-in” scenario [11]. All
of these scenarios include the notion of braking distance between one vehicle
and a following vehicle. Generally, braking distance refers to the length that
it takes a vehicle to come to a complete stop after the initial braking point.
The braking distance includes the safety distance between a host vehicle and
a target vehicle [12]. That is, at least the safety distance is longer than the
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FIGURE 1
Safety distance for preventing an end collision

braking distance. Autonomous vehicles may perform braking process. The
theoretical braking distance d, is calculated as follows [13]:

v6
(2amax)’

t
d. = v <ta+tb+§°>+ (1)

where vy is the initial velocity of the host vehicle, t, is the response period,
ty is the braking clearance period, t. is the breaking force application period,
and amax i the maximum deceleration rate while braking.

In Figure 1, the braking safety distance shown is designed to prevent the
host vehicle A from colliding with another vehicle, B. As shown in Figure 1,
when the host vehicle A detects that a collision is probable between the two
vehicles (A, B), it automatically operates a safeguard in its intelligent cruise
control system. Now, assume that the host vehicle A has the initial velocity
V; and acceleration a;, the target vehicle B has the initial velocity V, and
acceleration ay, and the safety distance is ds. Then, the safety distance ds is
calculated as follows [14]:

V2 V2
ds = L _ 2 2
s = vt + 2, 24 2

where 7 is a constant parameter of an ACC system mounted on the
autonomous vehicle.

Our main concern of this paper is secure V2V communication. Owing
to this, we assumed that host vehicle A and target vehicle B are in constant
motion, at the same speed, based on their ACC systems. The respective ACC
systems of host vehicle A and target vehicle B operate to maintain a certain
distance between the first vehicle’s front bumper and the second vehicle’s rear
bumper. Then, V1 =V, and a; = a,. As a result, the safety distance based
on the host vehicle’s velocity is represented as: ds = v;t. Consequently, we
confirmed that the safety distance ds is proportional to the initial velocity v,
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of host vehicle A in V2V communication. That is, speed is proportional to
safety distance in autonomous vehicles.

2.2 Speed Limit

All motorways have legally defined speed limits. When attempting
autonomous driving, the concept of a speed limit is essential in that it will reg-
ulate the threshold for speed automatically. Speed limits, though, are applied
differently on different roads. For example, in highway situations, the speed
limit is relatively high. On the other hand, traffic is relatively slow in urban
traffic conditions and thus the speed limit reflects this pattern. The speed
limit, therefore, determines the minimum and maximum speeds a vehicle can
travel for optimal traffic conditions and safety. For example, the highest high-
way speed may be 80 Km/h in the first direction, and 100 Km/h or higher in
the second direction, while, in many countries, city road speed limits are typ-
ically set between 30 to 50 Km/h.

2.3 Response Time and Collision Avoidance Time

One main factor associated with the safety distance is the response time in
brake operation performance. For the case of partial autonomous driving, this
response time significantly differs from the response that the user perceives
and the actual tread. Even in the case of autonomous driving, this response
time may vary depending on how the operation mode is set. In either case, the
safety distance is known to affect the response time, as well as the fact that the
safety distance is closely related to secrecy capacity [10]. Based on this, we
can assume that the response time can be used to vary secrecy capacity. Col-
lision avoidance time means the time until a vehicle accident is recognized,
the collision is predicted, and the predicted result is propagated in V2V com-
munications. The collision avoidance time may consist of the time required
to transmit the message, the room wait time, and the time to analyze and
calculate the likelihood of a defined collision analysis time collision [15].

2.4 Secrecy Capacity

In information theory, Shannon channel capacity is known as a maximal
amount of information that can be transmitted through a wireless channel.
In general, channel capacity is given as

C=Wlog(1+ SNR), ?3)

where W is the channel bandwidth, and SNR is the signal-to-noise ratio.
Secrecy capacity denotes the channel capacity of a legitimate channel less
the channel capacity of a wiretap channel. That is, secrecy capacity is a max-
imum data rate that is achievable between the legitimate TX-RX pair, subject
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to the constraints on information attainable by an unauthorized receiver [16].
For a Gaussian wiretap channel, secrecy capacity Cs is:

1 P 1 P
Cs=§|09 <1+N—m)—§Iog <1+N—w>, 4

where P is the transmitter’s power, Ny, is the receiver’s noise, N,, is the eaves-
dropper’s noise.

2.5 Physical Layer Security of V2V Communications
Physical layer security can be considered as a concept of allocating any one
of a plurality of wireless channels to be radiated. That is, physical layer secu-
rity will make very few radio signals to be transmitted to the eavesdroppers,
or signals transmitted to the eavesdroppers will transmit signals that are com-
pletely different from those to which the legitimate sender is sent. As a result,
this physical layer security ensures that a unique wireless channel is allocated
between the sender and the receiver. Physical layer security can be consid-
ered as a concept of encapsulating any one of a plurality of radiating wireless
channels, referring to Figure 2. That is, according to physical layer security,
there is almost no radio signal transmitted to the eavesdropper, or a signal
completely different from the signal transmitted to the eavesdropper is trans-
mitted to the legitimate sender. As a result, it can be appreciated that the
role of such physical layer security is to allocate a unique wireless channel
between the sender and the receiver.

When using physical layer security, the host vehicle can securely com-
municate with the target vehicle through the encapsulated wireless channel.
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FIGURE 2
Secure V2V communication with PLS
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So the threats of eavesdropping/tampering of quantum computers are com-
pletely gone. How can we ensure that wireless channels are securely cached
by using physical layer security? The answer can be found in secrecy capacity
that started from information theory.

Unlike traditional wireless communication channels, are there unique
parameters that affect secrecy capacity when used only in V2V communica-
tions? When fully autonomous driving is realized, we assume that the vehi-
cles will observe safety distances to avoid collisions with other objects or
vehicles. There is a close relationship between the vehicle speed and secrecy
capacity with respect to vehicle communications [10]. Based on the assump-
tions of the Information and Communication Technologies (ICT) implemen-
tation, it is clear that vehicle communications will be regulated by law and
that all vehicles will maintain legal speed limits as per traffic regulations.
The safety distance and speed limit are two parameters only used in vehicle
communication, such that we must provide a detailed description of secrecy
capacity and the relationship between it and vehicle communication. In gen-
eral, the relationship between secrecy capacity according to the antenna-
related parameters, beamforming, jamming, the size of the antenna and the
number of antennas was also discussed. Ahn and Lee studied vehicle-related
parameters that affect secrecy capacity of vehicle communication, such as
vehicle speed, response time and speed limit. When considering Doppler
effect according to the speed of the vehicle, secrecy capacity is studied to
be proportional to the speed, but when considering the safety distance of
autonomous driving, secrecy capacity is inversely proportional to the vehicle
speed [17].

3 SYSTEM MODELING FOR V2V COMMUNICATIONS

Part of our objective for this study was to identify and locate elements that
have limitations affecting secrecy capacity in the specific realm of vehicle
communications. The speed limits and safety distances mentioned above
were anticipated as factors that would affect secrecy capacity, and we studied
their relationship in various scenarios. In particular, we assumed a highway
situation environment, which is affected by safety distance and city road con-
ditions, which are both, in turn, influenced by the speed limit, and proposed
the corresponding system modeling.

3.1 Highway System Model

We expect that the distance between host vehicle A and target vehicle B is
longer than safety distance Ds in a highway system. We assume that eaves-
dropper E is a significant distance away from host vehicle A and target
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FIGURE 3
Highway system model

vehicle B. That is, the distance r between host vehicle A and eavesdropper
E is similar to distance r’ between target vehicle B and eavesdropper E. Dis-
tance D between host vehicle A and target vehicle B is r9, where 6 is an angle
that is formed by the first and second AE lines in Figure 3.

We consider V2V communication scenario for eavesdropper E. Secrecy
capacity Cs in the fading scenario is given as [18-21]:

P lhag/? P [hagl?
Cs = log, 1+M — log, 1+£ , (5)
No No

where P is the transmission power of host vehicle A, hag is a fading chan-
nel coefficient between host vehicle A and target vehicle B, hag is a fading
channel coefficient between host vehicle A and eavesdropper E, and N is the
variance of additive white Gaussian noise (AWGN).

In general, there are three fading models: 1) Rayleigh model, 2) Rician
model, and 3) Nakagami model. The transmitted signal power may decrease
with the distance as d=*, where « is the path loss exponent [22]. When the
path loss distance reaches distance D(=r6) between host vehicle A and target

vehicle B, the fading channel coefficient hag is given as :hag = ‘ﬁ .In

addition, when the path loss distance reaches distance r between host vehicle
A and eavesdropper E, fading channel coefficient hag is givenas hag =

ref”
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Accordingly, in this system, the model secrecy capacity Cs is:

P P
Cs = |ng <1 + W) - |Og2 (l + W) . (6)

We found that the velocity of the host vehicle is associated with safety
distance ds between the legitimate terminals as ds = v;t. From the veloc-
ity point of view, distance D between host vehicle A and target vehicle B
becomes D =r6 = vt, where v is the current velocity of host vehicle A and
T is a constant parameter of the vehicle ACC system.

As a result, in this system model, secrecy capacity Cs is:

P P
= 1+— ) -1 1 . 7
© 092< N (vr)2“> 092( " Nof2“> "

For the simplicity of analysis, we assumed that distance r is fixed. Then
secrecy capacity Cg is a function that has only two variable parameters, v
and «. Figure 4 shows secrecy capacity Cs versus vehicle velocity v.
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FIGURE 4
Secrecy capacity vs. vehicle speed for different path loss coefficients (¢ = 4,0« =2, and « =
1.4), forr = 1,000m, P/N = 70dB, and T = 200ms
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Secrecy capacity of different vehicle speeds (80 Km/h, 100 Km/h, and 120 Km/h) for path loss
coefficient « = 3.5, r = 1000m, and 6 = 0.1

As shown in Figure 4, secrecy capacity Cs is strongly affected by path loss
coefficient o and vehicle velocity v. First, when vehicle velocity v increases,
secrecy capacity Cs decreases, regardless of path loss coefficient . Secondly,
the greater the path loss coefficient « is, the greater secrecy capacity Cs
becomes. In addition, we expect that increasing the velocity of host vehi-
cle A will decrease secrecy capacity Cs. For convenience of explanation, we
assume that autonomous vehicles travel on expressways. For a simulation,
Figure 5 shows secrecy capacity Cg for different velocities: 80 Km/h, 100
Km/h, and 120 Km/h. In this simulation, we assumed that distance r between
A and E is 1000 m, and the fading channel model is Rayleigh model. As
shown in Figure 5, secrecy capacity at 80 Km/h is the highest, while secrecy
capacity at 120 Km/h is the lowest. We confirmed that a vehicle traveling at a
high speed may lose its secrecy capacity. Considering security environments,
we need to optimize transmission power P or the transmission rate according
to vehicle speed.

As shown in Figure 6, it is possible to find variations in secrecy capacity
with transmission power ratio P/N. It can be seen that secrecy capacity is
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FIGURE 6
Secrecy capacity for different vehicle speeds and transmission powers (P/N = 40dB, P/N =
50dB, andP/N = 60dB) with « = 1.4,r = 1000m, and r = 400ms

proportional to the magnitude of transmission power ratio P/N. That is that
the greater the transmission power ratio P/ Ny is, the greater secrecy capacity
Cs becomes.

In addition, we examined how dependent the system secrecy capacity is
on the reaction speed of ACC systems. As shown in Figure 7, the faster the
response speed of the system, the greater secrecy capacity.

Accordingly, we have found that it is important to select the appropriate
vehicle velocity and transmission power ratio P/Ny to maintain a constant
secrecy capacity. This makes it possible to define secrecy capacity as a major
criterion for maintaining a certain level of security in vehicular communica-
tions. As described above, secrecy capacity of a vehicle can be determined
by vehicle speed, magnitude of the transmission power, and system parame-
ters. In summary, the secrecy capacity is inversely proportional to the speed
of the vehicle, inversely proportional to the system parameters, ie response
time, and proportional to the transmit power. However, this research needs
to be extended, validated with theoretical analysis, and consider the speed of
the eavesdropper as well [23].
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Secrecy capacity vs. vehicle speed for different response speeds (r = 100ms, t = 200ms, 7 =
400ms) with @ = 1.4 and r = 1000m

3.2 Urban traffic System Model

Vehicle communication modeling under real city road conditions is differ-
ent from highway conditions. First of all, there are more vehicles in nar-
rower spaces on city roads, and vehicle speed is relatively slower than when
traveling on a highway. Here, it is also more probable that various kinds of
eavesdroppers are present than on highways, as an eavesdropper can secretly
collect vehicle communication information of slowly passing vehicles from a
fixed location. Alternatively, an eavesdropper in a moving vehicle may steal
vehicle communication information from another vehicle traveling in the
vicinity completely undetected. On city roads, it is assumed that autonomous
driving would be employed to maintain the speed limit. It can be assumed
that the majority of autonomous vehicles would travel at the speed corre-
sponding to the city speed limit that typically fall between 30 to 50 Km/h in
many countries. It follows, then, that the speed of each vehicle traveling on
any road is essentially fixed by the speed limit. Generally, when an eaves-
dropper targets vehicles on city roads, it is during communication attempts
at intersections, or other critical moments while driving. This is because the
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FIGURE 8
Urban traffic system model with a fixed eavesdropper

most information is likely to be transmitted at intersections, for example the
cross load. Of course, if eavesdropper E knows this, they would want to tap
into the vehicle communication system when the vehicle is at such a fixed
or stationary location. For the purposes of this study, we calculated secrecy
capacity based on intersection speed limits. Our assumption is that both host
vehicle A and target vehicle B are moving in directions perpendicular to each
other while approaching the intersection, and that the speeds of host vehicle
A and target B are both represented as V| , referring to Figure 8.

The moving distance of target vehicle B can be expressed by the following
equation according to time, S = 2W + V_t, where W is the width of the
road line and V_ is the speed limit.

For convenience of explanation, as shown in Figure 9, if the host vehicle is
at the southwest corner of the intersection, the travel distance of host vehicle
A can be expressed by the following equation according to time, S§4 = W —
V. t.

Therefore, as shown in Figure 10, distance R; between host vehicle A
and target vehicle B can be expressed by the following equation based on
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R» between host vehicle A and eavesdropper E

Pythagorean Theorem:

Ri= /S + = /5W2 + 2WVL t + 2V222. ®)

We assumed that distance R, between host vehicle A and eavesdropper E
is significantly far away from Ry in order to simplify the model. Under this
assumption, distance R, between host vehicle A and eavesdropper E can be
expressed as,R, = Ry + 2W — V_ t, where Ry is the shortest distance from
the intersection to fixed eavesdropper E. Accordingly, in this system model,
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secrecy capacity Cs is denoted:

Cs

Io(1+ P>I0(1+ P>
gZ NoRfa gz NORga

P
log, |1+ @
% ( No (5W2 + 2WV t + 2V2t2) )

P
0% (1 T No(Ro+2W — th)Z“) | ©

For the simplicity of analysis, we assumed that W = 3m, P/N = 70dB, t =
0.1s, R = 200m. Then secrecy capacity Cg is a function expressed by only
two variable parameters, V| and «. Figure 11 shows secrecy capacity Cs
according to vehicle speed V, .

The vehicle speed limit changed from 10 Km/h to 60 Km/h, and secrecy
capacity was examined. As expected, secrecy capacity decreased as vehicle
speed—and, therefore, speed limit—increased. When changing Rp = 20 m
under the same conditions in Figure 11, the simulation result demonstrated
that the overall secrecy capacity decreases with the speed limit. Thus, it was
confirmed that the position of the fixed eavesdropper significantly affects
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Secrecy capacity Cs according to speed limit
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Secrecy capacity Cs according to speed limit with R =20 m

secrecy capacity. In addition, we can see that the possibility of security fail-
ure is high because secrecy capacity has a minus value even under a certain
speed. It would be reasonable to conclude that safe vehicle communication is
not easily attained at specific ranges as indicated in Figure 12.

It can be considered that increasing the transmission power may improve
secrecy capacity. As such, we simulated transmission power by changing it
from 70 dB to 80 dB. The results are shown the following Figure 13. How-
ever, as seen in Figure 13, there is no significant improvement in secrecy
capacity even when transmission power is increased.

According to secrecy capacity based on a speed limit range, it can be seen
that the position of the eavesdropper is very important, and it is relatively
difficult to maintain secure secrecy capacity in vehicle communications on
city roads compared to highway environments. Through the crossroads situ-
ation, we learned of the need to improve secrecy capacity through transmis-
sion power, vehicle speed, and other types of parameters. Below we consider
secrecy capacity when the eavesdropper moves. The eavesdropper may think
that similar speeds are moving within the cluster. When there is an eavesdrop-
per in the same cluster, the system can be illustrated as follows. In particular,
we assume an eavesdropper is running straight in the same direction as the
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Secrecy capacity with transmission power 80dB

target vehicle. This is a meaningful assumption if the attacker’s vehicle is not
just a passing member in urban traffic, but an active eavesdropper. As shown
in Figure 14, the diagram corresponding to the model is provided below.

For convenience in this study, it is assumed that both host vehicle A, target
vehicle B, and eavesdropper E are traveling at the same speed. For instance,
this could mean a limited speed encountered by in an autonomous driving
situation. Therefore, distance R; between host vehicle A and target vehicle B
can be expressed based on the Pythagorean Theorem:

Ry = /W2 + 2WV, t 4+ 2V212. (10)

As such, distance R, between host vehicle A and eavesdropper E can also be
expressed by the following equation based on the Pythagorean Theorem:

Ro = /W2 + RE — 2(W + Ro) Vit + 2VPt2, (11)
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FIGURE 14
Urban traffic system model with a moving eavesdropper

Accordingly, in this system model, secrecy capacity Cs is:

Cs=lo <1+ P ) lo <1+ P )—
s = 100, NOR%Q 9> NoRS"‘ -

P
log, |1+ @
% < No (BW2 + 2WVL T + 2V7t2) ) (12)

P
—log, 1+ 7 |-
gz( No (W2 + RZ — 2(W + Ro) Vit + 2V{2t?) )

For simplicity of analysis, we assumed that W=3m, P/N=70dB, t=0.1s, R=20
m. If this is true, then secrecy capacity Cs is a function expressed only by
two variable parameters, V| and «. Figure 15 shows secrecy capacity Cg
according to vehicle speed V. The vehicle speed limit changed from 10
Km/h to 60 Km/h, and secrecy capacity was examined. As expected, secrecy
capacity decreased as the speed limit increased.
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Secrecy capacity Cs according to speed limit against a moving eavesdropper

3.3 Relay-based System Model

As described above, vehicle secrecy capacity decreases as the vehicle speed
increases. Decreased secrecy capacity with increasing vehicle speed can be
compensated by cooperative relay communication. In V2V communication,
secrecy capacity can be improved by adopting one relay R between host vehi-
cle A and target vehicle B. In general, secrecy capacity of cooperative relay
communication is higher than that of direct communication without a relay
[24]. For simplicity of the analysis of secrecy capacity, we assume that the
system model comprises one relay R between the host vehicle A and the tar-
get vehicle B, as shown in Figure 16.

The channel capacity of the legitimate channel is expressed as:

C1 (A, B) = Wlog, (1 + (M» , (13)

Prhre + 03

where P 5 and Pg are, respectively, transmission powers of host vehicle A and
relay R, hag is channel gain between host vehicle A and target vehicle B,
hre is channel gain between relay R, and target vehicle B, o3 is the AWGN
in target vehicle B, and W is bandwidth. The channel capacity of the wiretap
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FIGURE 16
Relay-based System Modeling

channel is shown as:

Pahae
Co (A E) = Wilog, (1 + [ —2ME_) ). 14
(A E) gz( +(PRhm~|—aé)) 14)

where hag is channel gain between host vehicle A and eavesdropper E, and
ol is the AWGN in target vehicle B. Then, secrecy capacity with the cooper-
ative relay communication is denoted:

Pahag Pahae
CkR=W|lo 1 _— —lo 1 _— .
R [ g2< +(PRhRB+Ué>) g2< +(PRhm+Ué>>:|
(15)

Figure 17 shows secrecy capacity with and without relay R. Referring to Fig-
ure 17, relay R helps to improve the overall secrecy capacity. We confirmed
that V2V communication using the relay may enhance secrecy capacity, and
the relationship between the existence of the relay and secrecy capacity.

4 VEHICLE SECRECY CAPACITY

We have looked at approximately how various factors of a vehicle may affect
secrecy capacity. However, as the definition of secrecy capacity itself is based
on the existence of a known eavesdropper, it is difficult to calculate secrecy
capacity in a real environment. Therefore, in order to actually use secrecy
capacity in vehicle communication, the definition of secrecy capacity must be
determined in any way. We have examined the definition of secrecy capacity
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Relay dependence of secrecy capacity

discussed so far and defined the concept in terms of real vehicle communica-
tion.

4.1 Ergodic Secrecy Capacity

Generally speaking, secrecy capacity does not consider temporal variations
in the communication channel. Thus, we introduce the concept of ergodic
secrecy capacity. Ergodic secrecy capacity is defined as the time average
of secrecy rate over a legitimate user and an eavesdropper [25-27]. For an
ergodic fading channel in multiple-input and multiple-output (MIMO) sys-
tems, fading channel coefficients are independent and identically distributed.
Thus, in the vehicular network, host vehicle A, target vehicle B, and eaves-
dropper E each may experience different fading respective channels. Assum-
ing that all terminals have perfect channel state information (CSI) about the
current fading state, ergodic secrecy capacity is defined by [28]:

has? hael®
Cs= max_Ealog, <1 + @) — log, <1 + @) (16)
Ealyl=P op OE

with y denoting power allocation and

hagl? hagl?
A={hAB,hAEZ| AZB| - | AE' }
O O
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4.2 Secrecy Capacity using the Poisson Point Process

In the real world, eavesdroppers are likely to be randomly located rather than
stationary in some fixed position. Therefore, the more meaningful calcula-
tion of secrecy capacity needs to be modified. We address a model of secrecy
capacity that considers eavesdroppers distributed according to Poisson point
process (PPP). Ghogho and Swami also introduce a Poisson random field of
eavesdroppers based on Rayleigh fading model and PPP [29]. In our model,
we assumed that the positions of the eavesdroppers are unknown to the legit-
imate vehicles (A or B) and are randomly distributed according to PPP. The
probability of finding n eavesdroppers is set out in the Poisson distribution;

ne—A

f(n,A) = (7)

nt ’
where A is the expected number of eavesdroppers in a predetermined area.
Secrecy capacity of the above model is calculated by [30, 31]:

- Inag|® dag

Cs =1o0g, (1 + SNRag) — 109, (1 + £ (SNRag)) = log, <£ ((|hAB|2 d,;aB) )

(18)
where hag is the fading coefficient between vehicle A and vehicle B, hag
is the fading coefficient between vehicle A and eavesdropper E, dag is the
distance between vehicle A and vehicle B, dag is the distance between vehi-
cle A and eavesdropper E, « is the path loss exponent, £(-) is either > ., (-)
for the colluding scenario or maXeco(-) for the non-colluding scenario, and @
denotes PPP of eavesdroppers. Assuming that there are N eavesdroppers, the
average secrecy capacity can be calculated as:

S, (log; (1 + SNRag) — log, (1 + SN Rag))
N bl

Csavg = (19)
The largest secrecy capacity that corresponds to each of the eavesdroppers
selected by PPP will be equal to or greater than the average secrecy capacity
Csavg (Csavg < Crmax). Here, the largest secrecy capacity is determined by the
closest eavesdropper to host vehicle A.

We assumed that there are six eavesdroppers per 1,000 m? in Figure 18.
We attempted to calculate the average secrecy capacity based on the proba-
bility that six eavesdroppers would be in real time by PPP. The simulation
results for secrecy capacity are shown in Figure 18, which are based on the
assumption that the average secrecy capacity is determined by one eaves-
dropper (among the six) who is the closest to host vehicle A. For the sake
of explanation, we assumed that target distance D between host vehicle A
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Simulated environment for PPP

and target vehicle B is shorter than minimum distance Rp,in. Here, Ryin is
the distance from host vehicle A to the nearest eavesdropper. For example,
in Figures 19A, 19B, and 19C, the target distances are 0.1 Rmjin, 0.3 Ryin,
and 0.5 Rmjin. As shown in Figures 19A, 19B and 19C, we confirmed that the
average secrecy capacity can be conceptually calculated in real time using
PPP.

4.3 Vehicular Secrecy Capacity

We have examined, approximately, how various factors of a vehicle may
affect secrecy capacity. However, since the definition of secrecy capacity
itself is based on the existence of a known eavesdropper, it is difficult to
calculate secrecy capacity in a real environment. Therefore, to actually use
secrecy capacity in vehicle communication, we must determine the definition
of the term. Thus far, we have examined the definition of secrecy capacity
based on our discussion and defined the concept in terms of real vehicle com-
munication. In the real world, eavesdroppers are likely to be randomly located
rather than stationary at one fixed position. Therefore, we must develop a
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more relevant secrecy capacity calculation method. We address a model of
secrecy capacity that considers eavesdroppers distributed according to Pois-
son point process (PPP). Our secrecy capacity, referred to as VSC, is similar
since it is independent of the existence of an eavesdropper. In general, the
eavesdropper may or may not transmit response messages corresponding to
its channel information after receiving a communication-initiated signal from
the host vehicle. The response message includes channel information that is
transmitted through channel states, which may contain SNR values. A host
vehicle may then receive channel information from either eavesdroppers or
legitimate vehicles. VSC value is defined based on the assumption that SNR
value of the eavesdropper is lower than the average SNR value. Using SNR
values of the received channel information, host vehicles can define VSC as
follows:

VSC = log, (1 + SNRag) — log, (1 + SNRxor) , (20)

, M is the number of channel signaling data
B represents the target vehicle for

M "
where SNRyog = St
received during the unit time,
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Definition of Vehicular Secrecy Capacity

communication, and i is the vehicle number, excluding the host vehicle, with
reference to Figure 20.

Pinpointing an eavesdropper remains difficult. Due to this difficulty, we
initiate VSC with an inferred eavesdropper SNR value, which is obtained
using the mean SNR value in the channel information, including that of
an eavesdropper. Although these VSCs are less accurate than the intended
secrecy capacity, they should still produce critical information that deter-
mines the need for security and how changes affect the communications. For
example, a potential or actual eavesdropper may determine that the vehicle
communication environment is inferior when VVSC value is below the ref-
erence value. In this case, we can determine that the security through the
physical layer is limited and that we should employ additional security meth-
ods in vehicle communication. If VSC value is consistently low every week,
vehicle communication may be inhibited for a predetermined period of time.

5 PROPOSED V2V COMMUNICATION IN A SECURITY
CLUSTER

The goal for this study is singular: to demonstrate a model where data trans-
mission can be performed using secrecy capacity in future vehicle communi-
cations. Based on our knowledge, secrecy capacity is controllable in real-time
wireless communications. Previous studies have already proposed vehicle-to-
vehicle communication by maintaining a secrecy capacity constant [10]. Our
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The proposed V2V communication system

model also allows vehicles with a certain level of secrecy capacity to form
a security cluster, which indicates that vehicles in a security cluster are free
to communicate with each other. Security clusters can be defined in a variety
of ways, where secrecy capacity is the primary criterion. Next, aside from
secrecy capacity, the direction of vehicle movement and speed are also major
factors. An RSU may form a secure cluster while only vehicles with a block
chain may form a secure cluster by themselves. We conclude that further
studies on security clusters using block chains are necessary. We suggest the
formation of a security cluster with a block chain technique using inherent
vehicle values, such as the vehicle identification number (VIN).

Recent studies have also attempted to calculate the vehicular communi-
cation capacity over 5G networks [32-35]. In connection with this, and as
described above, we confirmed the relationship between vehicle speed and
secrecy capacity, as well as the relationship between the existence of a relay
and secrecy capacity. We propose a new V2V communication system that
uses cooperative relay communication based on secrecy capacity, as shown
in Figure 21.

5.1 SC-based Communication
We propose a new V2V communication system that uses cooperative relay
communication based on secrecy capacity, as shown in Figure 22.
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The SC-based V2V communication system

SC-based V2V communication is the communication method for the most
basic secrecy capacity. The host vehicle receives channel information from
each vehicle, calculates a secrecy capacity for the vehicle based on the
received information, selects the target vehicle using the calculated secrecy
capacity of the vehicle, and performs communication with the selected target
vehicle. Here, the criterion for target vehicle selection can be determined to
select the vehicle whose secrecy capacity has the largest value. On the other
hand, target vehicle selection can be implemented to define a reference value
for secrecy capacity and perform vehicle communication accordingly.

SC-based Vehicle Communication Algorithm

Step 1: Receive CSI information from vehicles.

Step 2: Calculate vehicular secrecy capacity related to each of the vehicles.
Step 3: Select a target vehicle among the vehicles using the calculated vehic-
ular secrecy capacity.

Step 4: Communication with the selected target vehicle.

5.2 RSC-based Communication
The reference secrecy capacity (RSC) can be defined as a value that deter-
mines whether or not communication occurs.

RSC-based Vehicle Communication Algorithm

Step 1: Receive CSI information from vehicles.

Step 2: Calculate vehicular secrecy capacity related to each of the vehicles.
Step 3: Select a target vehicle among the vehicles using the calculated vehic-
ular secrecy capacity.

Step 4: Determine that VSC(Target) > RSC.

Step 5: If VSC(Target) > RSC, communicate with the selected target vehicle.
Step 6: Else, increase VSC(Target) using vehicle secrecy parameters and
repeat step 5.
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RSC-based V2V communication system

Vehicle communication using RSC is for communication only when
secrecy capacity of the target vehicle is more than a certain value, referring
to Figure 23. If RSC cannot be secured, secrecy capacity will be increased
using at least one of the vehicle secrecy capacity parameters mentioned. This
process can be repeated until the vehicle attains a certain level of secrecy
capacity.

If secrecy capacity does not exceed the predetermined value, the host
vehicle may initiate indirect communication with the target vehicle, which
includes cooperative relay communication. Relay selection of the vehicular
network is performed using an optimized algorithm that considers power con-
sumption and secrecy enhancement.

The optimized algorithm, for example, can control the transmission power
of the host vehicle to increase security in V2V communication system. V2V
communication system enhances physical layer security due to cooperative
relay communication based on secrecy capacity. On the other hand, if secrecy
capacity does not exceed the predetermined value, the host vehicle may
increase its transmission power by a predetermined amount. Thereafter initi-
ating vehicular communication.

Meanwhile, the host vehicle can select the V2l communication, such as
a 5G mobile network, according to the results of secrecy capacity calcula-
tion. In addition, we define a new CSI for 5G vehicular communications.
The main content that we propose is included in SNR value of CSI. When
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attempting to perform initial communication, we can calculate SNR value at
the receiving end if the receiver knows the power to be transmitted because
the receiver is aware of the received power. All receivers can calculate SNR
values and include them in their CSI. For a viable proposal, we must first gen-
erate sufficient discussion in the relevant standards associations. In general,
CSl includes the channel quality information (CQI). We recommend that 5G
communication includes an index of SNR as the CQI. Eavesdroppers should
not know CSI. Our concern is with calculating secrecy capacity in this sit-
uation. However, most vehicles are equipped with radar, which can interact
with wireless communication devices. Accordingly, the user can specify a
wireless communication device that does not provide CSI. This will allow
us to approximately predict CSI for eavesdroppers, even if the eavesdroppers
do not provide a CSI. On the other hand, as mentioned above, the reference
secrecy capacity may be different depending on the speed of the vehicle. In
general, for a high-speed road, the reference secrecy capacity can be set to
a small value as compared with that of a city traffic situation. If a certain
amount of secrecy capacity cannot be secured, V2V communication can be
abandoned and indirect V2V communication can be performed.

We also aim to introduce the concept of security clusters into vehicle com-
munications. Security clusters can be thought of as words but can also be
viewed as a collection of all terminals that retain secrecy capacity at a certain
level. A set of vehicles can be designated as security clusters and maintained
as such.

5.3 SC Cluster-based Communication

The concept of a secure cluster is simply a group with a certain level
of secrecy capacity. The goal of this study is singular: to demonstrate a
model where data transmission is performed using secrecy capacity in future
vehicle communications. Based on our knowledge, secrecy capacity can
be controlled via real-time wireless communication. Previous studies have
already proposed vehicle-to-vehicle communication by maintaining a con-
stant secrecy capacity value [10]. Our model also allows vehicles with a cer-
tain level of secrecy capacity to form a security cluster, where vehicles in the
security cluster can freely communicate with each other. Security clusters can
be defined in a variety of ways, with a secrecy capacity as the primary cri-
terion. Next, aside from secrecy capacity, the direction of vehicle movement
and speed are major factors. An RSU may form a secure cluster, where only
vehicles, such as a block chain, may form the secure cluster. We conclude that
further studies on security clusters using block chains should be conducted.
We recommend the formation of a security cluster with a block chain tech-
nique using inherent values of the vehicle, such as the vehicle identification
number (VIN). Recent studies have also attempted to calculate the vehicular
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communication capacity over 5G mobile networks. As described above, we
confirmed the relationship between vehicle speed and secrecy capacity, as
well as the relationship between the existence of a relay and secrecy capacity.
We propose a new V2V communication system that uses cooperative relay
communication based on secrecy capacity.

The proposed SC Cluster V2V communication algorithm is as follows:

SC Cluster-based Vehicle Communication Algorithm

Step 1: Search target vehicle candidates using the vehicular secrecy capacity.
Step 2: Select valid vehicles among the target vehicle candidates.

Step 3: Configure security cluster using valid vehicles.

Step 4: Communication in the security cluster.

The host vehicle may preferentially form a security cluster to communi-
cate with the target vehicle. The process of forming a security cluster is as
follows. The host vehicle can search the received signals for those whose
vehicle secrecy capacity is equal to or greater than the reference value. The
vehicles above the reference value are the target vehicle candidates.

Targeted vehicle candidates are at risk of selecting a malicious commu-
nication subject if they are immediately used for vehicle communication. To
mitigate this danger, we must restrict communications to only vehicles. For
this purpose, we can use unique information that can confirm the identity of
the vehicle. For example, such vehicle specific information may be its VIN.
When transmitting the initial SNR value to the target candidate vehicle, the
hash value corresponding to the VIN can be simultaneously transmitted to the
host vehicle. A nonce chain consisting of consecutively hashed values from
the VIN may be used. By verifying the VIN with the verified hash value, we
can confirm that the target vehicle candidate is a valid vehicle. Therefore,
valid vehicles can be selected among the target vehicle candidates. Then, a
security cluster corresponding to the target vehicle may be formed with the
valid vehicles. The host vehicle is able to communicate with any of the target
vehicle candidates within the security cluster. Our proposed vehicle commu-
nication method can perform communication simply and securely only with
the existing SNR values. This is applicable to practical communication, with
a low cost for the construction safety communication devices.

5.4 Security Cluster Management

Each vehicle can store or manage the members of the security cluster that
performed V2V communication. The vehicle stores previous security cluster
members in the database. The vehicle can also store current security cluster
members in the database. It is, of course, one of the purposes of managing
the history of a Luster member. There may be circumstances in which a target
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vehicle candidate that is not currently included in the security cluster but is
available for reference in carrying out vehicle communication may have to
be selected. In this case, if there is a vehicle included in the member of the
previous security cluster in the history database, the vehicle can be selected
as the target vehicle to perform the vehicle communication. The host vehicle
can form a security cluster in real time and use this cluster to communicate
with the vehicle for a certain period of time. Here, the security cluster may
be composed of vehicles having a secrecy capacity equal to or greater than
a predetermined reference value, as described above. In the case of a vehicle
in which secrecy capacity does not satisfy the reference value as needed, a
pseudo cluster may be formed based on the secondary reference value. Such
pseudo-clusters may be incorporated into a secure cluster at any time by con-
trolling secrecy capacity parameters of the host vehicle. Security clusters can
be difficult to form in real time. A security cluster may be formed using a
deep learning technique.

Generally, when considering commuting vehicles in urban traffic condi-
tions, the probability of the same vehicles operating at the same time in the
same place is very high. When modeling through learning, a security clus-
ter can be easily configured, and selection of a target vehicle and secure
communication with the target vehicle can be performed. Chen et. al intro-
duced an rear-end collision prediction using deep-learning [36]. The forward-
backward collision prediction is based on the safety distance, so it can be
easily converted to secure capacity. That is, members of a security cluster
over a specific value using deep learning are predictable. A security clus-
ter model for a vehicle whose secrecy capacity is greater than or equal to a
certain value can be generated through learning by deep learning. In the real-
time vehicle communication, the host vehicle can easily determine whether
or not the security cluster is incorporated by using only the information of
the security cluster model and the target vehicle candidates.

Recently, blockchain technology has been introduced for secure vehicle
communication [37-42]. A blockchain is a very attractive technology for
those who want to be kept secret without the central control. It is recog-
nized as a very useful and popular technology in 10T based environment.
Blockchain can be classified into PoW (Proof-of-Work), PoS (Proof-of-
Strake), PoN (Proof-of-Nonce), etc. according to the consensus node selec-
tion method [43]. The consensus node may be determined as a vehicle that
can prove that secrecy capacity is greater than or equal to a certain value.

Then, how do you verify in other vehicles that secrecy capacity is above a
certain level? A host vehicle that desires to communicate or desires to form
a secure cluster may send a request message to neighboring vehicles that
it wishes to form a secure cluster. The neighboring vehicles receiving the
request message can determine themselves as candidates of the consensus
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node with their secrecy capacity exceeding a predetermined value, and trans-
mit the response message to the host vehicle. The host vehicle may select
a consensus node from the received response message based on a predeter-
mined algorithm and send a consensus node selection result message corre-
sponding to the selection result to the corresponding vehicle.

If the consensus nodes are selected by the above-described method, a
block chain for vehicle communication can be formed. That is, a block to be
coupled to the block chain can be generated periodically or non-periodically
by agreement between the cone sensor nodes. On the other hand, proof that
secrecy capacity is more than a certain value may not be easy. A malicious
vehicle may disclose information that is deceptive even if its secrecy capac-
ity is above a certain value. In order to prevent such malicious behavior,
the host vehicle must be able to analyze the signaling information obtained
from the target vehicle and verify whether the information related to secrecy
capacity of the target vehicle is correct. Wherein the signaling informa-
tion may comprise various information related to the information received
in the subject vehicle in response to the initiation signal transmitted from
the host vehicle. For example, SNR value may be included in the signaling
information.

On the other hand, is secrecy capacity actually fixed? We confirmed that
this was not the case in our previous study [10]. Factors that inherently
affect secrecy capacity during vehicle communication include vehicle speed,
response time, and transmission power. If secrecy capacity of the target vehi-
cle is less than the reference value, we can perform vehicle communication
while varying these factors to maintain a certain level of secrecy capacity.
Confirming that secrecy capacity is controllable using these parameters in
vehicle communication is important. In general, to improve secrecy capac-
ity in wireless communication, relays and artificial noise (jamming) should
be analyzed. However, there is a considerable cost associated with the use
of relays and artificial noise to increase secrecy capacity. There is a need
for an efficient method that increases secrecy capacity at a low cost. In our
previous study, we mention that this method may be a compressive sensing
technique [10].

6 PHYSICAL LAYER SECURITY ENHANCEMENT

In the real world, secrecy capacity may not always be strong. We have con-
ceptually examined factors that affect secrecy capacity, so we assume that
each vehicle commands some degree of control over secrecy capacity. How-
ever, determination of physical layer security is lacking with secrecy capacity
alone.
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6.1 Compressive Sensing

We propose a method to increase physical layer security by using compres-
sive sensing, which is a recent development. Physical layer security using
compressive sensing is expected to be efficient in image data transmission.
This area promises to open doors for a vast range of research topics in
the future. Recently, compressive sensing has been proposed as a solution
for improving physical layer security [10, 44, 45]. Compressive sensing
can theoretically be performed with less sampling than Nyquist sampling
because compressive sensing integrates sampling and compression. Com-
pressive sensing is described as y = Ax = AWs = Qs, where y is a mea-
surement vector, A is a sensing matrix, X is a signal vector, W is an orthogonal
basis matrix, 2 is a system matrix, and s is a sparse vector. If x is plain-text
and A is a cryptographic key, y can be interpreted as a cipher-text, as can be
seen in Figure 24.

Basically, V2V communication satisfies physical layer security based on
secrecy capacity. We can enforce security using physical layer encryption
based on compressive sensing. Compressive sensing encryption can be an
attractive solution as it can provide reasonably secure transmissions with
simple low-complexity ciphers in the physical layer over wireless networks
[46-51].

In the following description, a vehicular communication message (e.g.,
BSM) can be transmitted with compressive sensing encryption. Referring to
Figure 25, the first vehicle may compress BSM using compressive sensing
encryption and output the compressed BSM externally via wireless commu-
nication. The second vehicle can then receive the compressed BSM via wire-
less communication for decoding.

Further research into this topic will be needed in the future. If we
can define BSM to satisfy the scarcity requirement, safe and inexpensive
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V2V communication with a compressed BSM

vehicular communication based on CS algorithm can be anticipated over 5G.
This is because it would be virtually impossible to eavesdrop on such vehic-
ular communication, and it does not require a complicated algorithm on the
upper network layer-the application layer-to guarantee security. In the pre-
vious section, the physical layer security owing to compressive sensing was
described in isolated terms for message transmission such as BSM. In the
future, we intend to study the application of the acquired images in vehicles.
When an image is to be transmitted using compressive sensing, it is expected
that the amount of data transmitted will reduce along with communication
costs. This feature has great potential to become an attractive element in
vehicular communication.

6.2 Offloading Service for Data Encryption

Data encryption schemes are another area of research, as opposed to secur-
ing channels in physical layer security. In physical layer security, it is the
protection of the data itself transmitted to the channel. This may not be
different from traditional encryption techniques. Nonetheless, data encryp-
tion techniques, along with techniques that use compression sensing, play an
important role in protecting data transmitted over a wireless channel. Data
encryption is the most common method used to protect data information. In
IEEE P1609.2, an elliptic curve encryption algorithm with a length of 256
bits provides the application-related VANET network and management of
the proposed security mechanism. The proposed algorithm has a better effect
than the RSA encryption algorithm and is considered to be a generic next
generation public key cryptosystem. However, the signing and encryption of
this encryption algorithm is fast and has the effect of time delay in large net-
work applications. The problem is whether this data encryption technique can
sufficiently exert its performance in an autonomous drive controller in a con-
ventional vehicle. Since the data to be transmitted in the autonomous driving
is not only a short emergency message but also a large amount of image or
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image data, it is practically impossible to encrypt all related data. Although
it may be difficult to encrypt image data in an autonomous drive controller
in a vehicle, the offloading technique on a heterogeneous network does not
sufficiently provide such a cryptographic service.

Offloading technology typically performs a service program on another
device with much better performance, and only receives the result [52]. Com-
puting offloading may be implemented using an RSU or a base station [53-
55]. The application of data offloading technology is as follows. Among the
plurality of vehicles in the security cluster, there is a leader vehicle that com-
municates with the BS (Base Station)/RSU (Road Side Unit). The leader
vehicle can perform the data encryption operation using an offloading tech-
nique. When data encryption is required, the associated data can be transmit-
ted to the base station or the RSU. MEC (Mobile Edge Computing) platform
installed in the base station or RSU can provide data encryption services.

6.3 Geo-Fencefor Safe Zone

While performing communications within a secure cluster, any vehicle
may have a significantly reduced secrecy capacity. What should | do? The
geofence can perform the function of notifying the vehicle leaving the secu-
rity cluster [56]. Generally, a geofence is a system that announces a departure
from a region of interest. Depending on the functionality of the geofence, the
host vehicle may perform additional countermeasures corresponding to the
departure of the secure cluster. A method may be sought to find an alterna-
tive to a vehicle that has been displaced, or to increase secrecy capacity by
recalling a vehicle that has left the vehicle. Since it is difficult to implement
a geofence on a host vehicle, the geofence may be implemented in a nearby
RSU / BS using offloading techniques.

In addition, techniques to apply beam-forming [57, 58], vary a power
[59-61], appropriately select relays [62—64], and generate of artificial noise
or jamming [65-66] should be used to enhance physical layer security. On
the other hand, physical layer security can be applied as a primary security
method in vehicle communication. A supplemental security mechanism for
the physical layer security is the conventional application security used in
hybrid vehicle communications. The opposite may also prove fruitful as vehi-
cle communication security has not yet become standardized, as well as the
fact that this technology uses a physical layer security as a supplement to
traditional application security. In depth research in this area will become of
increasing focus in the future since using physical layer security for vehi-
cle communication is a very attractive option, and how to define secrecy
capacity in the physical layer security of vehicle communication is a very
critical issue. Throughout this paper, we have defined the overall parame-
ters of physical layer security related to vehicle communication and propose
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vehicle communication accordingly. This paper offers a brief glimpse into
an ocean of untapped research domains that will most certainly continue to
attract interest in the industry.

Also security was called a code. The code may be primarily programming
code, but we understand that as a legal term security means to be achieved
within a legal framework. The law for autonomous driving will soon be
implemented, and our research believes that it will bring great benefits in
achieving security in autonomous driving. We hope that this study will help
us be able to run freely and safely in the coming future era.

Our research is just the beginning of physical layer security in autonomous
driving. In particular, the main research has been done on physical layer secu-
rity using WAVE. However, it is known that physical layer security research
using LTE is also active. In LTE-based vehicle communication, there is a
need for further research on physical layer security. In the next sixth gen-
eration of telecommunications, the results of this research on physical layer
security need to be established as standards.

7 SSIMULATION RESULTS

The intersection simulation attempted to perform communication between
the host and target vehicle but also examined the change in the channel capac-
ity as a function of speed. In the simulation environment, the host and the tar-
get vehicle trajectories were manually input into various cases with the cen-
ter coordinates of the intersection as the origin to examine the change in the
channel capacity when each vehicle moves at a random speed. In this case,
the vehicle speed is designed to conform to the speed limit of 35 Km/h based
on the urban environment. For a simple simulation, we applied the change
in SNR value to the distance based on the Lehigh model. We simulated six
situations using MATLAB as illustrated in Table 1.

The blue solid line indicates the trajectory of the host vehicle while the
red solid line indicates the trajectory of the target vehicle. The trajectory of
the host vehicle was set to travel from —60 m to +40 m on the grid. Case 1
indicates communication with a target vehicle moving in a direction orthog-
onal to the host vehicle. The target vehicle moves from bottom to top. The
trajectory of the target vehicle is usually set at —20 m to +20 m. Case 2 is the
opposite of Case 1. Case 3 creates an intersection but the target vehicle moves
in the same direction as the host vehicle. Case 4 is the opposite direction only
of case 3, i.e., the target vehicle moves opposite to the host vehicle. Case 5
is where the host vehicle follows the target vehicle. Case 6 is where the host
vehicle follows the target vehicle moving in the opposite direction. We were
able to confirm the relationship between the channel capacity and difference
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Cases of communication at intersections.

in the distance between the host and target vehicle. Larger differences in the
distance resulted in a smaller channel capacity of the corresponding vehicle.
When the difference in the distance was equal to or larger than the predeter-
mined value, the channel capacity was nearly zero. As illustrated in Table 1,
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a vehicle’s decreasing speed can increase the channel capacity. Summarizing
the simulation results, there was a general reduction in the channel capac-
ity as a function of speed. If the distance between vehicles was more than a
certain value, the channel capacity was nearly zero. Furthermore, if the vehi-
cle speed decreased in the traveling direction, the channel capacity may, to a
certain extent, increase. We confirmed that vehicle speed was also a variable
parameter to control the secrecy capacity.

In the highway environment, simulation implements movement between
moving source vehicle nodes and other vehicle nodes. The simulation condi-
tions are as follows: the road is six lanes, the width of each road is 10m, the
simulation distance is 2500 m, the number of source vehicles is 2, the range
of the OBU (On-Board Unit) is 2500 m and speed of the vehicle is between
0 and 120 Km /h. And the number of nodes is 25. The total simulation time
is 100 seconds. Speed of the vehicle node is arbitrarily changed so that the
cluster is formed according to the distance between the source vehicle and
the vehicle node. Find the node with the shortest distance from the source
vehicle and set the target node as the vehicle node. Since speed of the vehicle
node is arbitrary, the clusters have changed from time to time every time the
simulation is performed. The following is an exemplary illustration of vehicle
node speeds. To verify that the change in secrecy capacity and source vehi-
cle speed is related, we attempted a simulation that forcedly changes speed
of the source vehicle. To simplify the related simulation, increasing speed of
the source vehicle has been substituted to advance the position of the source
vehicle by 5m in the direction of travel, and reducing speed of the source
vehicle has reduced the position of the source vehicle by 5m.

Referring to Figure 26, it can be seen that increasing speed of the
source vehicle causes the distance between the source vehicle and the target

50

45

normal speed down speed up

FIGURE 26
Simulation Result of Distance Relation
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vehicle to be relatively far apart and the distance between the source vehicle
and the target vehicle to be relatively close when speed of the source vehicle
is reduced. Where the target vehicle is the vehicle corresponding to the closest
distance between the source vehicle and the vehicle nodes. The closer the dis-
tance between the source vehicle and the target vehicle is, the greater secrecy
capacity is. Conversely, as the distance between the source vehicle and the
target vehicle increases, secrecy capacity decreases as the distance increases.
However, still considering Doppler effect, increasing speed of the vehicle is
expected to increase secrecy capacity. It may be intuitive but somewhat right.
This is in contrast to secrecy capacity being inversely proportional to vehi-
cle speed when based on the vehicle speed-related safety distance. Therefore,
there is a high possibility that secrecy capacity will be determined in a com-
plex manner in an actual communication environment. This can be the reason
why we cannot define the proposed secrecy capacity for vehicle in the vehicle
communication using physical layer security.

8 CONCLUSION

In this study, we applied secrecy capacity in vehicle communications. We
have found that there are certain limitations in vehicle communications, as
compared to applying secrecy capacity in existing wireless communications.
These constraints directly or indirectly affect secrecy capacity. For example,
speed of a vehicle is closely related to the safety distance in autonomous
driving. As the safety distance is closely related to the channel capacity, the
result is a close relationship between the vehicle speed and secrecy capacity.
Various parameters related to secrecy capacity of vehicle communications
were investigated. These parameters made, it possible to confirm that secrecy
capacity is controllable. We have also defined vehicular secrecy capacity with
only SNR values, and proposed secure V2V communications based on vehic-
ular secrecy capacity. Vehicle communications using secrecy capacity basi-
cally adopt the concept of security cluster. The security cluster is defined as
vehicle nodes, each having vehicular secrecy capacity greater than a certain
value. If you are going to drive a vehicle autonomously in the future, secure
communications will be more important than ever, and we are confident that
this research will help us achieve secure physical layer security. In the future,
actual vehicle communications will be performed from a plurality of trans-
mission antennas and a plurality of reception antennas in the vehicle, and
research on this will continue to be conducted. Researches into concrete and
diverse techniques for defining security clusters in terms of the outsourcing
can be very useful when studies are conducted on, for example, the configu-
ration of security clusters through block chains.
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We are confident that our research will be a necessity for implementa-
tion of autonomous driving. In addition to the convenience of autonomous
driving, the difficulty of security is compelling. In particular, the advent of
guantum computers makes it difficult to achieve the security of vehicle com-
munication with the security of existing application layers. At this point,
our research will be the first step towards safe vehicle communications from
these threats, and we believe that more advanced studies will be made in the
future.
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